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Abstract

Cryptography is widely spread scientific field in the world. It is used in many different
areas: military, monetary, governmental, internet services and many different fields. Nowadays
without cryptography we can barely imagine human life. Along with development of internet it
opened doors to plenty of new services (internet banking, internet shopping, social networks
and etc.), to take into the consideration above stated, protection of data became one of the
most important not only on governmental level, but as individual humanity level as well.

Protection of the information is one of the essential subject in the universe. There are
many specific services whose main objectives are fight against cybercrimes and protection
against cyber-attack. At the same time recent surveys are going on regarding the new
methodologies of cyber-protection. Plethora of scientific conferences holds, many of
newspaper and online articles are published out that aims to improve level of human
protection.

It is obvious that all of this is unimaginable without the cryptography. One of the good
examples is Digital Signature, which provides exact Authenticity of sender’s information.
Besides digital signature cryptography unifies myriads of methods, which provides protection of
information.

Modern cryptography took long way till today, lots of algorithms were found out,
researched and used in practice. During this period cryptosystems were divided into two major
groups: symmetrical and asymmetrical cryptosystems. The difference between those two
groups is in methodology of exchange of keys. Symmetrical cryptosystems in order to exchange
key uses protected channel, while asymmetrical cryptosystems uses public channel for
exchange of keys. It is worth to mention that the asymmetrical cryptosystems, despite of its
reliability, they consume much more time rather than symmetrical cryptosystems. It appears
that main challenge of the modern cryptography is to create such an algorithms which will
consume as short period of time as possible to compete with symmetrical cryptosystems.

Our scientific research is step up in the way of the solving this problem, which offers us
a new qucick, one-way matrix function and research of algorithm with public key exchange.

This algorithm first was discovered and researched by mentor of the paper: Doctor of

Technical Sciences, Professor Emeritus Richard Megrelishvili in 2006.



Generally one-way functions are major basis of asymmetrical cryptosystems and
above mentioned algorithm as well, as it is part of the asymmetrical cryptosystems. One-way
function is a function where we can easily calculate its outcome but if we know only
outcome, it is impossible to calculate its argument in the real time.

One of the most famous asymmetrical system in the work is Diffie-Hellman
algorithm. Diffie and Hellman used one-way function for creating their own algorithm, this
function looked like:

¢ = aX(mod p)

One of the one-way functions was discovered and researched by professor
Megrelisvhili which looked like:

u=v-*A

Where v is a vector and A is matrix.

In the research we reviewed and examined the public key exchange algorithm which
is based on matrix one-way function. That algorithms is somehow analogical to Diffie-
Hellman algorithm. Calculate of public keys by above mentioned algorithm will be in this
way:

I person will chose his private key (A1), multiplies it to vector (v) and sends result to
II person:

I > 1II: ur=v'Ai

IT person with received result and his own private key (A2) calculates first public key

(Ka):
II:  Ki=wAr=v'Ar*A>
IT person will chose his private key (A2), multiplies it to vector (v) and sends result to
I person:
m->1I: w=v*Ai
I person with received result and his own private key (A1) calculates first public key
(K2):

I: Ka=u*A1=v*A2*A1



Finally both public keys must be equal, nevertheless:
Ki=v*Ari"*A2
K2=v*Ary*Ai

In order to achieve equalities of both public keys, matrixes which are chosen as
private key by Person I and Person II must be commutative. This problem was already solved
out by Ukrainian scientist Belitsky, Georgian PHD candidate Sofo Shengelia and also by MA
Liana Kloian. They built commutative matrix class, from which we gain useful matrixes for
us. Must be mentioned that their methodologies are different.

Main goal of our research is to represent new one-way matrix function, its role in
cryptographic algorithm and create first, innovative product on bases of this algorithm. In
addition our objective is to discover methods which will allow us to improve time which is

consumed by this algorithm for calculate public keys.
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Lohgolgoo.

1949 - Bell Labs 39960396 399Obsewdo 259mg394bs d9bmbol Lsomdem LolEgdgdols
303960353008 0gME0s.

1.5. 1950 - 1999 ffewgdo

1951 - @ooMbs 5.8.0. Lobgwdfoxzm MLsBOHPLMGdIOL LosgabBHm s dmy30569000m
Domdmoaqboeo 0dbs KL-7 Gm@Gm®eo dsbgobs.

1957 - KW-26 9943 ™Obme0 sdogmzmol bob@gds.

1964 - 359mJ399b60s 930 3560L ,,The Codebreakers®.

1969 — ARPANET -ob ( 06¢90bg@ol 06535600 ) 3mb3goo ©s493538060696 96:00356900.
1970 - 06g3®3s5300L 3356@M0 MM JMDdOM ©I3MPOMYOOL godmygbgdom, dEga3sb
3069635 go8mogmbs dgHg30wgdwo 30EocMgds , Goms 89gdmdsggdobs 3Mmgd@o
»BIWOL  oYserdgds BoHB0IMMO© FJdwrgdgwos”’ (mdEs s©0bodbmwo  3MMmgdEob
(036030960 3obbmOEgwgds %96 30093 JorfizEmdgeros)

1974 - 3c6L 390LGgds 496530005605 BgobiGger bgmzm®3 derm3m®o Joxzcmol obBsobo.
1976 - 5.0.0- 89OYOOMMHO 06835300l LodMdom LEHObIMGHI© 0bxzmMIszo0l
9ogms300L BEHIBPIOEHO ILIBYW ..

1976 - 358mJ3996s ©0x0-39cdsbob sergm®omdo.

1976 §gwo 008505 8ga30deos  dogoRbomm  Mdbodzbgermgsbgl Ls3zsbdm  fars
36033HMaM583008 5 Jobo 296306M9d0L oLEGHMM0sdo . LHimemgo 93 ol oG Bow®
©0xds s JoMGH0b 39¢0ds63s 903839L 9bo0o SEYMMHOMT0 S LBoBd3zgeo Bswgysgl
Sboy,  sb0dgGH®mOM  3M03GMLOLEYIL,  GMImol  EOMLsg  LodgEBHmowo
36033HMbobEgdgdolash oblbgeggdom, golsmgdog , 0obgzg OMYMOE ©IToBOHWWO
A9JuAHo 39993995 ©@os  sGbom. dsm gl FMObgObgl  FomgdoBnzsdo  Fsbsdy
bgmbegdgeo 35¢0dbM030 Bgbdaool sbTsMgdom. MI3s bs 5obodbml , Mmad
39L5©9d900L 0S SObOM 2593990l 0EIs MO Ferom SOMY WY Moy JgM3Iol,
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Odgdsi 59 0©gol Tgbobgd 895EHYmdobs 3093 09308 9OHM-9H WIJBHMOL, 0)das
85806 50bodbmwo godEHo 0dgbs HoMdmmoabgwo ogm , ®MI 3slvbo TbmErm
530635 doo0m. 50bodbme gBsJBL MJds 9O Bowmzeros, LMGMg dol 0@Y)dbY
©99HbMdOm 89039d539L @ obs30mMLs S0TYEHMOICO 3M03EHMLOLEHJIOL 0Ys.
1977 —RSA

1977 H9gaob H™b Gogql@ol, 5o 85306MH0L s 9bh 50 gdsbols gHmmdEog0 3mdsmdols
0909290 8904dbs RSA  seoamGomdo , GmIgeroi Homdmoygbl doxzgdmszools s
650300Md0L  ( 9GHIbGHO0R03sE00L ) sbogw  Fgomel. RSA  ©o35¢gb3gomeos
39900090 93oGgddo , woi3gbbomgdmwos bbgs J399bgddo s  Fo®mdmoygbl
23993H0ME JoxMs300l BEBHBIOEHL Jbmxzoml IM35¢ J3qgsbsdo , 360d3969wm356
399myggbgdsl  33m390L  9gdGHBMMbM  3mgMH305d0,  obLLIMMGGdom Lo m
9mbs3999d0L golis33egs 0b@gembg@do.

1978 §gls 9963emobs o 398560l gOHommdeogo 393smdom 9dmd39ybs g6 3wo-
393560l seymGomdo.

1984 - 30506960l 0@9)0Dg ©IYOHHMBOM BsMIED B9bgEBHTs O KXol dMLLHMTS
3900998539L 33560 30:03EMYMO5300L 3OMEGHM™3MEo BB84.

1985 - 3obot 9 s85¢dol 3033MYIeno bgdmfgms

GSbo® gangsdsends 1985 gl Homdmoyobs BodMmdo 3oRMeo bgardmfg®ol dqlsbgd.
5¢mMomIol JoBsbo 96 gmxzows mE Lodogd@L ol IToBOHWWo 0bxm®mIs3ool
do0dm33ws s 9969 dolo YdoRMSE0s. dolo JoBsbo Qobrsm o, MM 456339790
005 0bxmMIds30s , MHMIGWLsE 9OHmo 3060KMm36905 MABgbol TgMEL 56O IB0sbIL
3o d9gbsdg , 96939 30636900l F0ge S BgMMg 3060369059 oo™l ol 0339 Loboom,
Mo Lobomog 4omabogbgl Aol . 9850l sEmMomdo 9O 0ym  Me305639
0535396930 MEo , M5Esb 00 05300  QOTIMM3EGdOLMZ0L  0Ybgbgd®s OGO-
39wwadsbols  seam®omdl, dbmerm 1991 gl LEIBGEIdols s Ggdbozol
0bbGHoGMGHTS  (NITS) 99850l 5EmMomdols  dsBsbg  Fgddbowo  30x3OGWWO
bgdm{gemol segmGomdol DSA -U (Digital Signature Algorithm) dobgegom d9odmdsgs
GOBOMo bgedmfigdol bEsbsd@o DSS (Digital Signature Standard).
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1986 - 5.8.9. - 3 3m330993H9OHIo LoLEBHIIYOOL A5EHIOZS FgoBbs J9BMBLSHObIsMBgY™
J99090sms Losdo.

1989 - 0d d9Mbgel-e0d s MHMdIMHE) 35008 396MBT0 So89L 3OMEHMGH03Mo LobEgds,
6dgeos 990ymddo 4obs dbmxzwom Jugwo ( WWW ).

1989 - B  d9bgBHTs  dmobobs  3oM3z9wo  339563HOMmo  30M03GHMAMIR00L
99b3960896¢ o ©YMbLEMOMYDdS.

1991 - gog» H0dgemdsbds 459mod399bs oo sMbom FoxgMmszool 3GrMaGMmsdol (PGP) LM
3M©O , H©MIge03 LHOIR 2530390 06390bg@do.

1994 - 253035 301 I650gMHOL ,4580gxBIOOMO JOO3EHMPMSBOS".

1994 - Secure Sockets Layer (SSL) Go®@6Msgools 3OHm@GMm3m®o s9md39ybos  Netscape-Ul
dog6.

1994 - 06 9mbg@BHdo go8md399bs RCA Gogmol sergmmomdo.

1995 - ULobgedfogm MLosxg®mbmgdol Losabg@md godmogdzgybs SHAL - 398069dol
5EMmOH0mMI0, OMAMO3 3530L0 308360 byedmfigMol LEsbsMEHo.©

July 1997 - 259md3994bs OpenPGP L3gzogozs3os (RFC 2440) .

1997 - g58mgd399bs Ciphersaber, RC4 - B9 513136930 dogcmsizool Lobdgds.
mg@™adge0 1999 - DeCSS, 0b@Hgmbg@do 359md399bs 36MaMsds , MMIgElsi 99gdwm
©30-b9 06x3mMT>300l YdoRMsE0s.

1.6.2000 s Bgdmo

6 L9dB9gddgMo, 2000 - RSA Security Inc. - 35 359335 RSA seam®0mT0 LyBMYSOMGdOL
9096 (30mds ™dgobby .

2001 - d9a090o MHoXDBOEOL SEMmOoMdo s8R Mwo 0dbgds MMM 5.9.9-b
dogms300L bGsbsdEo (Advanced Encryption Standard (AES))

2004 - ID Quantigue - 3 §oGIMOoEY0bs 30MH39wo  3MIGOHEOMo  3356EHMMO
3603@MyMon09wo Loli@gds.
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2005 - dmbgs SHAL-Bg 3m@b93096M0 89393900l ©gdmblEm0Mm9ds

2005 - 5.8.9 - 30 B9IOIMOHO doOML 5396(3)Jdds EIIMBLEHMOMYdS 3539009l Mo30L
99L5dE9dEMdgdL Wired Equivalent Privacy (WEP) - go&gbgol 9gbobgd .

2007 = NIST - 35 Q0556mbLs 393 319630900l 3mb3MELO.

2012 - NIST - 35 99o6Bos 39L530L sSeram®omdo SHA-3 - 398 139630900l 3mb3wmEOl
3995OX3IOVLOQ.

2013 - NSA -8 35959399465 Loodmbol s b3g30L Ab¥IdYJo dEPM3MEOO FoBEO.

2015 - oo , OHmgEsL NIST - 8o 9o03039ws MR35 80 3030560  2oLo0gdgdol
LM gdOL Jglobgd.
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0530 II : 5b509gdoL LMsK0 o330l 533565 303G MYMx30530

dm3999 35380 2obbogmeos 99990 bozombgdo : LodgB Mmoo ©s
S103gAHH0o 3003 MLOLEHYIJO0, 35¢TDO030 B6J3E0s, OFT0-3gEdsbol

2.1. LodgEBH®OMEPO S SB0TYGHMOYIENO
3M03EGmbol3gdgdo
36033HMaM5x3008  OMBO 2563000009058 93583965, GMI  Lodmwmm  xsddo

36033HMbobEgdgd0 MmO O, JOMOMOIE XYMNBI0 2osbsffow s, glgbos Lod@gMmomwo
@5 SB0d9BHOOME0 3M03EMLOLEJTgdO.

LodgBHMOMo  3OH03GHMLOLEHITS  [oMmTmoygbl oligo  LolEgdsl, G™Igwdos
065335300l F0BMS305/©YF0BOSE300LIMZ0L  godmoyqbgds 1 aoboswgdo.  bmem
93530069 dbs69gd0 09ygbgdgb MmO sGBL. gMHmo ML ©os sMbo , FoBOMEIJLEHOL
39051539950 , beaerm GgMOg 5OOL IHNMYOHYIWO SMBO , PoLOGIOL QoOBS(39Td.

doligob  goblibgeggdom  sbodg@BHBoMo  3M03GHMLOLE YT  FoMTMoYIbL
36033HMbobEGgdsl, MMmIgoi 09gbgdl  2oLo®gdgdol fyzowl — ©os ©@d 3065
3oLOYdYdL. 58 F9dNH393500 IBMOMIWO SObO SO FoBM0Ygbgds , MOEYSIE OMYMEO]
ogmmBGHgJuBHol  ,  obg  aobomgdol  AsoaHegbs  bmME30gwgds  ©os  sGboom.
SL0dgBHMoo  LobEgdgdo sbodbmeo d9gaol dobomfgzs 09gbgdl EoedbMog
239bzosls .

2.2. (35¢0dbM030 BMbI305

39 dbMH030 364300 HomMoagbl obgm gbd30sL , HMIgErols 3bodzbgwmdols

o0mmgms  JoMGH0305 , 0 3033000 56OmAgbBHol  8b0dgzbgwrmds . I3

9600836903056 56MH9896EH0L Fomgds 3membs)® O™ s MHguLOL dmombmagl ,

0935 91939 990dgds 00358 , MM MJSEXMG EOMIo BMbJizool b0d3bgEMdOIb
5MH2M396GHOL B0gds F9vdEgdgE0s .

9B 439oxgMH0 39MASE HPIOL, F536M9T KIJOXIOMIOM 5O SMOL ©3EZ0(39O0

3odbM030 7Mbdi00L sMOLYIMdS MgMEMGIoL Loboom. dowmbgsgsm s3ols, SOLYDdMOL
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olbgmo gMbd;30900, OMIWIOLSE 9J300 (39¢dBMOZ30 BMBEooL M30Lgdgd0, 649 B39b
3923000005 FoMEH035© 45dM3MZ5¢mm Fs00 36003690 Mds, Joa™sd o6 sGOL 3bmdowro
I89IAHMO0  SEamOOmMdo, MMIoms3g 093390 gds  4o3MZMZIM®  5MRMIGDEOL
960093690mMd5 53mbd300L 36083690 Md0@6 459MmA0bsMy.

©OILBEOIMI0m 36MdOE0s 398090 39edbM030 BMbd(309d30

a*=y mod p,
ooy 1< a, x, y < p.

a*™ =1 mod N.

9B 31630990 259mMm0ggbgds (36MdOE  SEYMMOMIdTo Fglodsdolo OGO -
39wdsbol s RSA s¢g0ymMH0mdgddo

3owdbMm0o30 364309006  sLsb0dbsg0s  Sbg3g  BddGHM™bo  MoBstro
39309w0d30¢0l G096  50dmbBgbowo s  9dM33W MO sboewo  FsGHOOEHWO
3odbMH030 BM6J305 , OGMIOL 33¢0g35 @S FOLOMYOJOOL 25330l SEAMOHOMITO
3990mygbgdsi Fomdmopqbos LHmMmg s0bodbmmo LsdogolBMm bBsd®madols do0Bsbl.
50b03bme 13MbdiEosl sd3l 890gyo Loby :

vA=u,

oo v @S u 3oL 39JB™Mgd0 Vi 39dGHmOmmo Loz Eosb, MHmIgeos
39bLsBE3OMEos GF(2) 39000, bmewm A s60b Lsfyobo ds@®ogo GF(2) 300bg. A €A,
Loog A §o60moaqbl 200350989 BsBH®oEms 3¢l (BsGHMoEme
I GHO3W0ZE0NO X3IBL)-

2.3. ©0x0-39wadsbol senam®omdo
1976 §gooli 3905305 gds dmbEs  3M03GHMAMmsx05d0 . LiimGgo 53 foawb
MOGROWEO ©0R0d @ oOGH0b 39085635 8900993539l boo  3M03EHMAMIROMWO
5EmGo0mdo s Boxgdzgeo  BorgysGgl sboew  80dsMEGHWWGIL  3O03GHMAMITB0530,
3963dm sB0dgGHOoME 3003GMLOLEHYIYOL. SL0TgGMOMEO 3MO3GHMLOLEHIIYO0 MMM

339 9306083690 §o®MYgbl 0RO 0bRMMT5300L5 s FOLMYOJOOL 4533 OL
Sboew BBHBPIOGL , 39MdMmE SL0TgEHMOYIE LBoLEGHYIYIT0 FodMs0s IbYIMHO sGbOL
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5MLgdMdOL LOFOOMYdS , BB FoLOMIOO A59939Td ©OS HMBOL LTS GdOm. 5T

3003 gdob 35sLsfYgGHO®© 0BT s 39edsbds 98Mm0yYgbgl 39030 BMbJ30s . ol
999099 35b6M030 BMbd30s sL0dgEMOMEo LobEYdgdol gobmymager bofowsw ogas.
LHmOgo  sbgomo  gmbdgos  290moygbgl  ©0x0-39¢0dsbds mog0sbmo
520 IoLMZ0L . o0 (35¢dBEO03 BY6J305L Jmbs Fgdgyo Loby :
y=a*(mod p )
Bod3 P 900 Bs3dom© oo doMGHo30 Mosbzo , bmmm a s x obmzol
O YA T9)IIRO 30OHMOS :
l<ax<p

©O0gO - 3903560l 3OrmGHM3MmEo:

1. 5oL 3OMEHM3MOo 993mbyb0wsm©mo Qols®gdom;

2. LoToegdsls  5dg3l MM  IMIBTsMGOIL 20339 mb  gMHMTobgmdo
L50YIM JOBEMYOIOO0;

3. 56 15 F0MMYAL 5EMOBEGE BooEMTM SMBU.

063635300l 25539908 MBOsBOMbMYds ML 3M0EH03MWo M350 JugEIGO

@5 063gMbgd) - 93w035300mM30L s LsFoMmMs, MMI FMmIbTsMYOgdTs oI DosGML
3960339  dmdbTsM9gdgdl 0bxgmMIszos obg, M®d Lbggdds 396 dmsbobmb dolo
(0683mMT>300L) ©YFogGMSE0s. dOML bs0gMo Fgms: “bo3doMobo 56 MO I30(3350
Lo3MMMI0  Md30  39bMbgdom;  B3z9b  939LsFOMMYds  LOZMIMO 09308 ©OE3S
Jomg3oE030m*.

©0x0-39ds60L 5¢MOH0mMIOL LsdwYsegdom Foliogdgdol 396gM0M9gds

©O0gO - 39003560l SeramMomdo d909absoMo d9dsmdl :

306390 3060m36905 0MBg3l 3gMdm  gologdl x - L , SLEWMWgdL 999
39003 goL

Ci=ax(modp)

dogdme Ci -l wabHogbol dgmeMg 3063693l , M™Igwog  dowgdmo
0653mE35300L5 s M530L0 3GMHIM FoBOMYOOL ¥ - b LETLISEIGOOM FoFMOMZEIOL 3063gew
LS9OHOM Zologdls :
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Ki = (C1)? (mod p) = (2%)(mod p) = a¥(mod p);
999009y d9gmOg 3060HM3690s mog0lbo  39Mdm 2obomgdol ((y - ob ) Lsdmsrgdoom
SLbE¥MEgdl 9999y 39TMM3egdL :

C2=a'(mod p)

9000 C2 -b ¢aBHegbol 306M3zge  3060Hm3690sL , GMIgroi  JoMgdmwo
063m®35300L5 5 M530L0 396dM Folivgdol x - ol LYY 25TMOMZOl FgmMy
LS9gOHDM Zologdls :

K> = (C2)(mod p) = (a")(mod p) = a*(mod p)

50300 dqbodhbgzos,  MMA 3060390  AoLOMIdOL Jgdmnbgzgzsdo a sEOL Xy
bséobbdo , bmwm 9gmeg  Adsbomgdol  Jgdmbgzgzsdo 3o  yx  boGolbdo , o0dol
3903500069000 , MM X S ¥ 399M53egd0L 0O 3013330 IMIO0 56M05b , MMH03Y
396d™ 2oLo©gd0 BHMEO0S S 930305 BogligMmo :

K=Ki=Ko

5699 6039 dBsMIGL 5436 9M0 s 0039 FILOWYOO S B 158585 F9I0S
39335wmb  gOMAsbgmTo 53 LogPMM  FoLOMYdJOOL LTG0  ESFOROYIEO
0bg3mG3s300.

©0x0-39dsbols 5ym®0mddo JoM0MIE 9339l HoMmdmoygbl p Gogbgol
OO , oL BB3dsMOLIO OOS 0dolMZOL ,HMI OO A5MRY30L Tgdmbggzsdo
5EMmMomIoL  2o3gb3ol  AbIMH39ds,  Mgoe ©MOH™do 396 JMobgMbml, ©®oysb
©oL3ZOIGHMWO WMAIOHOMIOL FodMMZEs M0 boseolbIo 5Y3560L 49dMMNZSLBID
990000900 (08O - 3gwdsbols 3MMdMYTs). EWIBEOIMOOM 56 MOl  36MmdoEo

5¢MmM0mIobL 453 9b30L HMIge0dg HomBo@gdmewo LEMIGHIR0dS.

2.3.1.0x0-39wds60l 3G:myMs3wwo M7oeobogool 890Mm©gdo
OMPMOE swam®omdol BEAOWJGHO0D BBL , O0R0-39eTsbol sEyMmGHomdo

094gbgdls  boGolbdo 5943065, GoE  3OMYMITMsE  Ls3dom©  ,0d0009°  M3gMO3059,
39bLo3MPMgdom 3o obgm o Mob3zxdMb MHMIgoiE 2odmoygbgds  sbodbyer
5em©omddo . Lie®g sdo@mad 3OHMyMs3meo aBoom , B39Mwgdmog0 boMobbdo s9356s
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©> 990y dnEYEIOYEo  pogngs dmpgegdh  0deibie o FgEgab @A™l
0350LOBOOLOM, OMT SHBOL 3963l 50  seaMOOMIoL  A5dmygbgds. B39l  Tog

BoB90M9dds d0gdsd 59Mo3w0bs 3md3sbos “Oracle” -0l 0sbss®lgdmdom dgddboero
3OMAOFME0  BOOOMMY3d , OMIGElLs3 ,Biglnteger® 4300 , 0340 M930930M39E0©
d904ddbs Java - bLovgol , bmgwm J9999 393039 b3S 3GMAGMsdMe @9dbmemyogdy.
5060360 30dWoM™Mg3s FoMTMoIbL  ,90LMmEMEHMMO LoBMLEHOL SBOMIEHOIOL®
(Arbitrary-precision arithmetic) Ub&ogol 30dwommg3sl , MHMIgeros 3md3099EGHgOME
3936096999080 51939 36MB0W0S OHMYMO3 OO MHO(3b39d0L SOOMTYEH03s. 50bodbMwo
Biglnteger ®00ommg30L 89Jdboll doGomo dobsbl LHimGgo 3003EMYMIx0)o
M396530900L ( 0x0-39¢dsbo, RSA s 5.9) Fodmoygbos s 50  d0dwomm35d0
5MLYIM0 S RBLIBWIOMEo FgmmEo : ModPow 56 qdl BlEe@ 00 4o8mmgEsls
Mo3g LoFoOMs oxo - 39wdsbdo. ModPow 8goom@l  gos9i3gds Lsdo  356539GHM0
(B06HMBOMOE a, X S P ) S TGO gdol J9IRd© FJOMPO sdMMBYdL ax ( mod p )
36086390md5L . 256MH©s 0doLs , OMI  5bodbmeo gmmEo SOl BMLGI© 00
M39M5305L , M3 FOMEIdS OR0-39ToboL sEMOOMAL , 0RO 53 Y39WORBIOL 5390790l
do05b LHMsx3s .

2.4. ©05 5OHbom 5L50gd900L 33533¢r0l sbseo FsGMmOoEMEo

50 MmM0m30
39L5090900L 2533020l FoBHOEMIWO SERMOOMT0 5MOL Sboero , MOOYobsmEmO

5emMomdo, H®MIgeroi 2006 Fawl godmoadzgybs Hgdbodm® 89360969005 @mJGH™EMmDo,
36OMRILMEOS,DMBE @ 9099900L09BHY3germ  3gabogMgdoms B3 E9GHOL
SbME0MYIMo  IOMABILMODs,  ddGHM™BTs  MHoBsM®  FgMg0d3z0eds.  SEYMEOOL
94985mdol 36063030 4938 CO0R0-3gdsbols IMJomdol 3GObEO3L , MMIEs oblblzszgds
doligob Lbgs 39 db®030 8w6J300l dsdmyqbgdoms s LMsx]dggdoo.

OMamO3  Hg0mm  9306086gm  sbowo  segmEmomdo  0ygbgdl  JoGHMoie

39w dbM0g 53996300 :
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u=v*A

Loo3 v @5 A Tgbsdsdolo GF(2) 39e0bg 49BLsBO3OIo  39dEH™OM0 s
oGm0 30o.

©0x0-39dsbols Joge 259myqbgdeo 3o db030 3MbJ300LYsb 2sblbgsgzgdom,
OmIgog 09gbgdl bsMolbdo 5943065l s MHMIgwoi Ls3Tom@ “d0dg* m3ges309©
dooBbgzs , sbowo EFowdbMmogzo BMbJE0s  godmm3zwgdols  Rslis@oMgdws  0ygbgdls
393A@6M0L o@GHMo3Hg bodMsgwl, MHMIgeoE BsdeMosgerol s 9930900l Mm39MOE0sMs
396339 ©5mY6MdsHY ©0Y356905, bmwm Mmam®mE 3bmdowos 65dMs3oE s
39309053 893605 ,d199d99J0" M3GM(309000 BoGMOLHAO 5Y3z565LMb Fgomgdom.

5o mdo 3dsmdl 39090 300630300 :

™60 306036005 Hobolfotr 0sbbAYds v 396539390, Mdgwos MOl oy,
MOHMO0mM0 39dGHMO0. 5ol 3980099 30 VO Yds §99IRO PoFMMZEGIO :

306390 30636905 99dmbgg3000 00Bg3L Al (L40WYAEIM oloegdls) ds@®ogl A
GF(2) 390%bBg  9obLsbegmmmo  FGHMogms 303 3MGH03W03530)M0
LOIM530ED, 5FMBZWGOL AslBY v 39JGHMOL s FoMgdYIen Fggal MABIgzbol dgmeg
30636905 :

w=v " A1

dgmeg  306m3690s  JogdMwo 8990l s mogolo  39M3M(LBooEvBKM)
3oL5gd0L A2-0b LBo®gw)d3z9e by 0MZOL 30639 LogMM FoLOMYOUL:

Kizmi*Ao=v* A" As

530l 8999y dgmEg 3060369085 530L0 XJOIM JoBOGdOL (A2) S Vv 39dGHMMOL
15399590000 0MZ3oL U2-U s MYbegbol 30639 306036905

w=v " Az

306390 306036905 J0gdmEo J99a0L Lormdzgabg omzwol Igmeg LogOom
29Lo9dL :

Ko=wm*Ar=v* A" As
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596 50b03bo SEaMmOHomMTo A0 o3l OR0-39dsbol seaMGOmAL |,
530L5M30L LoFoMMs, GMI MM039 LSgMMM FoLOWGdO 0ymb EHMEo, MMI3S gb Joowfggzs
dbmermE 85906, GMmEs A1 s A2 3536033900 09690056 3mBMEsEGH0mME9do. dEs
353033900 33N BHGH0VIM05 (239438 F5GHOOEMS  FMEEGH03W039(30M0  XAMIBO QOO
d9L50530b5@  FBHM0(3JO0  3MINBHOIGOM0), Al * Ar = A2 T A1, @5 09Lsds30LO©
900900 45L509g3900 Ki o K2 90r;3sbgomols Gmenos.

2.4.1. 9005 M939OLOs

BMP0gNHNO 5653505335090 0 FoGHM0E0 (Fo@G0E0, OHMIOL ©9EIM0bsbEHo
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